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iyt E  The main translator of the book «Gray Hat Hacking The

5ol Ethical Hacker's Handbook, Fourth Edition»(ISBN
9787302428671) & 4 inux Hardening in Hostile Networks,
First Edition»(ISBN: 9787115544384 ).
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E  Pure software development for ~15 years(~11 years on
Mobile dev).

E  Actively participating Open Source Communities:

https://github.com/XianBeiTuoBaFeng2015/MySlides/
https://github.com/XianBeiTuoBaFeng2015/MySlides/tree/master/LTS/

%gmémﬁto
thngﬁsﬁtﬁWEZE E  Recently, focus on infrastructure of Cloud/Edge Computing,
Al, 10T, Programming Languages & Runtimes, Network,

Virtualization, RISC-V, EDA, 5G/6Gé
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|. Background

1) Anoverview ofXxBPF

1.1 eBPF

1.1.1 Overview
E  https:// en.wikipedia.org/wiki/Berkeley Packet Filter

eBPF [edit]

Main article: eBPF

Since version 3.18, the Linux kernel includes an extended BPF virtual machine with ten 64-bit registers, termed eBPF. It can
be used for non-networking purposes, such as for attaching eBPF programs to various tracepoints.[!4l151116] Since kernel
version 3.19, eBPF filters can be attached to sockets,l' /11181 and, since kernel version 4.1, to traffic control classifiers for the
ingress and egress networking data path.!'?!l?Y] The original and obsolete version has been retroactively renamed to classic
BPF (cBPF). Nowadays, the Linux kernel runs eBPF only and loaded cBPF bytecode is transparently translated into an eBPF
representation in the kernel before program execution.'?!! All bytecode is verified before running to prevent denial-of-
service attacks. Until Linux 5.3, the verifier prohibited the use of loops, to prevent potentially unbounded execution times;
loops with bounded execution time are now permitted in more recent kernels.l#?!

https:// en.wikipedia.org/wiki/EBPF

almsat beinga universal inkernel virtual machine

dynamicallyprograms the Kernel for efficienhetworking, observabillity, tracing, security, and more

drivesthe User Space and Kernel Spaegartition

nearly every subsystem of Kernel is or will be effected eBPFespecially fometwork and security

for more details, you may refer to our previous talks and the LTS sll&BPF the Past, Present, an@ dz(i dzNJ5
(https://github.com/XianBeiTuoBaFeng2015/MySlides/blob/master/LTS/eBHFast%2C%20Present%2C%20and%20Future  20220922p.pdf
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How It works
E

USE CASES USER SPACE KERNEL

&) Networking a’ Kernel Runtime
Verifier & JIT Helper API
Security 0OS Runtime Maps
o)
a Observability Rl - -+ + - a’ Application Tracing Profiling Monitoring JCITEELER Kernel Stack

Source: https://ebpf.iof



|. Background
1.1.2 uBPHuserspaceBPF)

E -Another user-mode interpreter is uBPF, which supports JIT and eBPF (without cBPF). Its code has been reused to provide
eBPF support in non-Linux systems.l°) Microsoft's eBPF on Windows builds on uBPF and the PREVAIL formal verifier.l’! rBPF,

a Rust rewrite of uBPF, is used by the Solana blockchain platform as the execution engine.'®!
Source: https://en.wikipedia.org/wiki/Berkeley Packet_ Filter

E https://stackoverflow.com/questions/65904948/why-is-havingan-userspaceversionof-ebpf-interesting:
mainly applied to Networking, Blockchainand more.
E  https://github.com/iovisor/ubpf oo -
This project includes an eBPF assembler, disassembler, interpreter (for all platforms), and JIT compiler (for x86-64 ® C692% ® C++157%
® Python 6.6% ® CMake 4.2%
and Armb64 targets). ubpf / .gitmodules (0 Zl:::rziﬁ% ® PowerShell 1.5%

LY Alan-Jowett and Alan Jowett Switch to fuzzing branch (#582) @@ X

‘ Code | Blame 9 lines (9 loc) - 376 Bytes
i 4

[ submodule "vm/compat/libraries/win-c/src”]
path = vm/compat/libraries/win-c/src

url = https://github.com/takamin/win-c

[ submodule "external/bpf conformance™]
path = external/bpf conformance

url = https://github.com/Alan-Jowett/bpf conformance.git

[ submodule "external/ebpf-verifier”]

path = external/ebpf-verifier

w0~ 1R W N

url = https://github.com/alan-jowett/ebpf-verifier.git




|. Background

1.1.3 xBPF

E  From our point of viewxBPFstands foreBPFuBPFand all of theirderivatives together with thetechnologies
that baseon them.

E  Formoredetails, youmay refer to our previous talkRevisitingthe eBPFcentric new approach foHyper
Convergednfrastructure & EdgeComputing"at K+ Summif021(Shanghaiandthe follow-ups.



[mydevi1l@koonuc15x-1 boot]$ cat confi1g-6.12.6-200.fc41.x86 64 |grep BPF
2) Testbeds

CONFIG_HAVE_EBPF_JIT=y

CONFIG_ARCH _WANT_ DEFAULT BPF_JIT=y
2 1 X86 # BPF subsystem

- CONFIG_BPF_SYSCALL=y

CONFIG_BPF JIT=y

CONFIG _BPF_JIT ALWAYS ON=y
W CONFIG BPF _JIT DEFAULT ON=y
E g CONFIG_BPF_UNPRIV _DEFAULT_OFF=y
| CONFIG_BPF_PRELOAD=y
CONFIG_BPF_PRELOAD_ UMD=m
CONFIG _BPF_LSM=y
# end of BPF subsystem
CONFIG_CGROUP_BPF=y
CONFIG_IPV6 SEG6 BPF=y
CONFIG_NETFILTER_BPF _ LINK=y
CONFIG_NETFILTER_XT_MATCH_BPF=m
CONFIG_NET_CLS BPF=m
CONFIG_NET_ACT BPF=m
CONFIG_BPF_STREAM PARSER=y
CONFIG _LWTUNNEL BPF=y
CONFIG_BPF_LIRC_MODE2=y
# HID-BPF support
CONFIG_HID BPF=y
# end of HID-BPF support
CONFIG_BPF_EVENTS=y
CONFIG_TEST BPF=m
[ mydevi11@koonuc15x-1 boot]$%

LAPAC71H(32GBDRS) with Fedord1(LinuxKernel6.12.6). [mydevil@koonuc15x-1 boot]$ cat config-6.12.6-200.fc4l.x86 64 |grep XDP

[ mydev1i@koonuc15x-1 /]$ gcc --version —
gcc (GCC) 14.2.1 20240912 (Red Hat 14.2.1-3) CUNFIG_KDP_SGCKETS y

Copyright (C) 2024 Free Software Foundation, Inc. CONFIG_XDP_SOCKETS_DIAG=m

This is free software; see the source for copying conditions. There 1is NO CONFIG SENSORS XDP710=m
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. CUNFIG_SENSURS_KDPEl-Ez:m

[mydev1i@koonuc15x-1 /]$ clang --version # CONFIG_SENSORS XDPE122 1s not set

clang version 19.1.5 (Fedora 19.1.5-1.fc41) [mydeull@kggnucl]ﬁx-l bggt]f‘b
Target: x86 64-redhat-1inux-gnu

Thread model: posix

InstalledDir: /usr/bin

Configuration file: /etc/clang/x86_ 64-redhat-1linux-gnu-clang.cfg
[ mydev1l@koonuc15x-1 /1%




Johannes Bechberger

mostlynerdless.de

OpenJDK Developer, SAP
Creator of hello-ebpf

1) Ove rVI eW Languages

E  https://github.com/parttimenerd/hello -ebpf/  ® svasnss  other15%
HelloeBPFRworld! Hello Java world! Let's discove@BPRogether and write Java useland library along the way.
There are user land libraries for eBPF that allow you to write eBPF applications in C++, Rust, Go, Python and even Lua.

But there are none for Java, which is a pity. So... | decided to write my own, which allows you to write eBPF programs

directly in Java.

This is still in the early stages, but you can already use it for developing small tools and more coming in the future.

Prerequisites

e On Mac OS, you can use the Lima VM (or use the hello-ebpf.yaml file as a guide to install the prerequisites):

These might change in the future, but for now, you need the following:
limactl start hello-ebpf.yaml --mount-writable d;
limactl shell hello-ebpf sudo bin/install.sh

Either a Linux machine with the following:
limactl shell hello-ebpf

e Linux 64-bit {:DI" a UM) # You'll need to be root for most of the examples
sudo -s PATH=$PATH

e Java 22 or later
The scheduler examples require a patched 6.11 kernel with the scheduler extensions, you can get it from here. You

. |ibbpf and bpf—tDDl might also be able to run CachyOS and install a patched kernel from there. t
o e.g. apt install libbpf-dev linux-tools-common linux-tools-$(uname -r) on Ubuntu t o
https://cachyos.org https://launchpad.net/~arighi/+arc

e root privileges (for executing the eBPF programs) Blazingly Fast & hive/ubuntu/sched-ext-unstable

Customizable Linux
distribution




Goals

E Provide a library (and documentation) for Java developers to explore eBPF and write their own eBPF programs, like

firewalls, directly in Java, using the libbpf under the hood.

The goal is neither to replace existing eBPF libraries nor to provide a higher abstractions.

Use Networking Security Observability &
C Tracing
ases
be #
wPF cilium Falco
Projects Ratran % O NIXIE
- Tracing
w P F — ﬁﬁBPF : ;I':r? ilggrgi ng
User s ——GO @ @
Space SDKs Application
Verifier & JIT OS . gbser:vability
. - Security Controls
Runtime - Networking
aw P F MEDS ﬂ'eBPF - Network Security
Ry - Load Ealancing |
. Kernel HE[per API é N :Eehawural Security
Kernel Kernel Runtime

Source https://github.com/parttimenerd/hello -ebpf/blob/main/img/overview.svg



HelloWorld
E

/ License of the eBPF Program
@BPF (license = "GPL") " Programname
public abstract class HelloWorld E//fhmﬂmcewﬁhAmKMﬂMns

extends BPFProgram implements SystemCallHooks {

@0verride
public void enterOpenat2(int dfd, String filename,

E Ptr<open_how> how) {
v «——— Print to trace log
¥
public static void main(String[] args) { ond into Kermel
C try (HelloWorld program =
S BPFProgram.load(HelloWorld.class)) {
% orogram.autoAttachPrograms(): tach o oo
= srogram.tracePrintLoop(); ttach tofenter, Kprobes, ...
- s
h \ Start print-loop for trace log

¥
Sourcey Gekp® WiitiageBPALINE2 I NJ Ya RA NB OU BéchbergerLRQ 20248 5 W2 K| YV S &




Build from src
E

[mydev1l@koonuc15x-1 hello-ebpf-main]$ java --version

openjdk 21.0.5 2024-10-15

OpenJDK Runtime Environment (Red Hat-21.0.5.0.11-1) (build 21.0.5+11)

Open]JDK 64-B1it Server VM (Red Hat-21.0.5.0.11-1) (build 21.0.5+11, mixed mode, sharing)
[mydev1l@koonuc15x-1 hello-ebpf-main]$

[mydevi1l@koonuc15x-1 hello-ebpf-main]$ export JAVA HOME=/opt/MyWorkSpace/DevSW/Java/IDK/GraalVM/CE/Java24/v24.2.0-dev-20241213
[mydev1l@koonuc15x-1 hello-ebpf-main]$ export PATH=$JAVA HOME/bin:$PATH

[mydev1l@koonuc15x-1 hello-ebpf-main]$

[mydev11l@koonuc15x-1 hello-ebpf-mawn]$ which java
/opt/MyWorkSpace/DevSW/Java/IDK/GraalVM/CE/Java24/v24.2.0-dev-20241213/bwn/java
[mydev1l@koonuc15x-1 hello-ebpf-main]$ java --version

openjdk 24 2025-03-18

OpenJDK Runtime Environment GraalVM CE 24-dev+27.1 (build 24+27-jvmci1-b01)

Open]DK 64-B1t Server VM GraalVM CE 24-dev+27.1 (build 24+27-jvmci1-b01, mixed mode, sharing)
[mydev1l@koonuc15x-1 hello-ebpf-main]$

mydev1l@koonuc1l5x-1 hello-ebpf-maiwn]$ ./run.sh

Usage: ./run.sh <sample>

Available samples:

BasePacketParser Parse helpers for IP packets.
CGroupBlockHTTPEgress Block all user processes from using HTTP

Firewall FirewallSpring - A spring boot based front-end for the Firewall
HashMapSample Print the number of openat syscalls per process, using a hash map to count them
HelloWorld Hello, World from BPF

LogOpenAt2Calls Logs all openat2 calls

MinimalScheduler PacketlLogger - TC and XDP based packet logger, capturing incoming
and outgoing packets

RingSample Ring buffer sample that traces the openat2 syscall and prints the filename, process name
, and PID

SampleScheduler TCDropEveryThirdOutgoingPacket - Implement a Traffic Control to block every third o
utgoing packet at random

XDPDropEveryThirdPacket Use XDP to block every third incoming packet

XDPPacketFilter Use XDP to block incoming packages from specific URLs in Java

XDPPacketF1ilter2 Use XDP to block incoming packages from specific URLs

demo.BlockHTTP Block incoming packets from or to the HTTP port

demo.ForbiddenFile Prohibits access to a file named "/tmp/forbidden"

demo.ForbiddenFile2 Prohibits access to a file named "/tmp/forbidden" using LSM hooks, currently doesn't wor
k

demo.GlobalVariableSample Global variable sample that counts the number of openat2 calls

demo.HelloWorld Log "Hello, World!" when openat2 is called

demo.MapSample Count the number of files opened per process

demo.RingSample Log the filenames of openat2 calls 1n a ring buffer

demo.Sample Hello, World from BPF

demo . XDPDropEveryThirdPacket Use XDP to block every third incoming packet

HttpUtil - LotteryScheduler - * Dispatch tasks

[mydev1i@koonuc15x-1 hello-ebpf-main]




2024-12-27 23:53:32 Downloaded from aliyunmaven:

glne/5.10.2/jun1t-jupiter-engine-5.10.2.jar (245 kB at 853 kB/s)
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[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

Reactor Summary for hello-ebpf 0.1.1-scx-enabled-SNAPSHOT:

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FAILURE
SKIPPED
SKIPPED
SKIPPED

hello-ebpf
ebpf-annotations
bpf-processor
ebpf-shared
bpf-compiler-plugin

bpf
bpf-compiler-plugin-test
bpf-gen

bpf-samples

Total time: ©02:03 min
Finished at: 2024-12-27T723:53:32+08:00

https://maven.aliyun.com/repository/public/org/junit/jupiter/junit-jupiter-en

2024-12-27 23:53:32 [ERROR] Fatiled to execute goal on project bpf: Could not resolve dependencies for project me.bechberger:bp
f:jar:0.1.1-scx- enabled-SNAPSHOT: The following artifacts could not be resolved: me.bechberger:bpf-runtime:jar:0.1.10-scx-enab
led-SNAPSHOT, me.bechberger:rawbpf:jar:0.1.7-scx-enabled-SNAPSHOT: Could not find artifact me.bechberger:bpf-runtime:jar:0.1.1
0-scx- enabled SNAPSHOT in aliyunmaven (https://maven.aliyun.com/repository/public) -> [Help 1]

2024-12-27 23:53:32 [
2024-12-27 23:53:32 [
2024-12-27 23:53:32 [
2024-12-27 23:53:32 [
2024-12-27 23:53:32 [
2024-12-27 23:53:32 [
2024-12-27 23:53:32 [
2024-12-27 23:53:32 [
2024-12-27 23:53:32 [

(-

] To see the full stack trace of the errors, re-run Maven with the -e switch.
Re-run Maven using the -X switch to enable full debug logging.

o O

A1 A A A A A A A .JJ
L ] L ] L ] L ] L ] L ] L | [ |

-

For more information about the errors and possible solutions, please read the following articles:
[Help 1] http://cwiki.apache.org/confluence/display/MAVEN/DependencyResolutionException

-

-

After correcting the problems,

you can resume the build with the command

-

mmmmmimmimim ITI
A4 A A A A A) A ) A
A4 A A A A A A ) )

-

mvn <args> -rf :bpf




Workingon resolve thish & a4 dzSorokein Buildthough the official repositorywas added accordintp the
following guidelines

Usage as a library

The library is available as a maven package:

<dependency>
<groupIld>me.bechberger</groupIld>
<artifactId»bpf</artifactId>
<version>®.1.1-scx-enabled-SNAPSHOT</version>
</dependency>

You might have to add the https://s01.0ss.sonatype.org/content/repositories/releases/ repo:

<repositories>
<repository>
<id>snapshots</1d>
<url>https://s@l.o0ss.sonatype.org/content/repositories/snapshots/</url>
<releases>
<enabled>false</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>

» You have to copy the .mvn/jvm.config file and add the annotation processor to your project.



ll. Project hello - ebpf

Moving from Maven to ? for hello-ebpf

E Mill
https:// mill-build.org/mill/index.html

Mill: A Fast JVM Build Tool

Mill is a fast, scalable, multi-language build tool that supports Java, Scala, and Kotlin:

e Mill can build the same Java codebase 4-10x faster than Maven, or 2-4x faster than Gradle
e Mill's typed config language and immutable task graph helps keep builds clean and understandable

e Mill is an easier alternative to Bazel for large multi-language monorepos with hundreds of modules

To get started using Mill, see the language-specific introductory documentation linked below:

‘_Lg; Java with Mill ’ Scala with Mill K Kotlin with Mill
https:// github.com/com-lihaoyi/mill Languages
) N N N N 1
E Meson ® Scala813% ® Java 8.4%
E M X ® Kotlin24% ® CSS23%

® TypeScript 1.7% @ Python 1.3%
Other 2.6%



https://mesonbuild.com/
Overview

Meson is an open source build system meant to be both extremely fast, and, even more importantly, as user friendly as
possible.

The main design point of Meson is that every moment a developer spends writing or debugging build definitions is a second
wasted. So is every second spent waiting for the build system to actually start compiling code.

Features

« multiplatform support for Linux, macOS, Windows, GCC, Clang, Visual Studio and others

 supported languages include C, C++, D, Fortran, Java, Rust
* build definitions in a very readable and user friendly non-Turing complete DSL

e cross compilation for many operating systems as well as bare metal
 optimized for extremely fast full and incremental builds without sacrificing correctness

* built-in multiplatform dependency provider that works together with distro packages
e fun!

https://github.Com/mesonbuild/meson Languages

| | NI
® Python 80.0% ® Meson 12.0%

® C37% Shell 1.1% ® C++ 1.1%

® CMake 0.7% Other 1.4%



Languages

I\/I X ® Python 88.5% ® Java 9.1%
® Jsonnet 1.3% ® C0.8% Shell 0.2%

https://github.com/graalvm/mx Startark 0.1%
mx IS a command line based tool for managing the development of (primarily) Java code. It includes a mechanism
for specifying the dependencies as well as making it simple to build, test, run, update, etc the code and built

artifacts. mx contains support for developing code spread across multiple source repositories. mx is written in

Python and is extensible.

The organizing principle of mx is a suite. A suite is both a directory and the container for the components of the
suite. A suite component is either a project, library or distribution. There are various flavors of each of these. A suite
may import and depend on other suites. For an execution of mx, exactly one suite is the primary suite. This is either
the suite in whose directory mx is executed or the value of the global -p mx option. The set of suites reachable

from the primary suite by transitive closure of the imports relation form the set that mx operates on.



2) Architectureand design

Look back on BCC
E

A Sample

Frontend
python, lua

I

https://lwn.net/Articles/747640/ //[Some advanced BCC topics

#!/usr/bin/env pvthon

from bcc import BPF
from time import sleep

restrict BPF C code

import bpf

BCC clang/llvm workflow bpf. BPF(‘hello.c")

P

program =
BPF HASH(callers,

u64, unsigned long) :

TRACEPOINT_PROBE (kmem, kmalloc) { BPFModule
BCC deU|E‘S u64 ip = args—>call_site; (/
unsigned long *count; bef prog load() clang pass 1
" " ] - extract key/leaf types
unSlgned long c =1 ) - fixup tracing fn args clang::Rewriter
I O V I S O r - fixup packet load/store
count = callers. IOOkUD((U(S'l *)&ip) ; | %bytecode :ELT)n;?gE?arsgézge;mfd
if (count != 0) - share externed maps b/w programs
BCC , ; =
. llivm PassManager
||bbpf.5|:} Clang /e callers. update (&ip, &c); IR =>-03=> optimized IR [~ flangpass2
return 0O;
Y Source: http://linuxplumbersconf.org/2015/ocwl//system/
b = BPF (text=program) presentations/3249/original/bpf_llvm_2015aug19.pdf
BPF bytecode — :
while True- The output from this little program looks like:
#. try:
sleep(1) o : o) # ./example.py
7/05/2 ) for k,v in sorted(b["callers”].items()): : -
271052016 perr event / trace_fs bpf Sygca” print ("%s %u” % (b. ksym(k. value), v.value)) 1915_sw_fence_await_dma_fence 4

intel crtc _duplicate_ state 4
SyS_memfd create 1
drm_atomic_ state init 4
sg_kmalloc 7

intel atomic_state alloc 4
seq_open 504

SyS_bpf 22

print
except KevboardInterrupt:
exit ()




2. 1 H IerarCh|C$tru Cture [mydev11@koonuc15x-1 Hello-eBPF]$ cat hello-ebpf-main/bin/install.sh

#1/bin/bash

E [mydev1i@koonuc15x-1 Hello-eBPF]$ tree -L 1 hello-ebpf-main bash -c¢ "echo \"\\\$nrconf{restart} = 'a'\" >> /etc/needrestart/needrestart.conf"
hello-ebpf-main apt-get install apt-transport-https ca-certificates curl clang 1lvm

annotations apt-get install Libelf-dev libpcap-dev libbfd-dev binutils-dev build-essential make
b in apt-get install Linux-tools-common linux-tools-$(uname -r)

bpf apt-get install Libbpf-dev

ppf-compiler-plugin apt-get install python3-pip zsh tmux

bpf-compiler-plugin-test apt-get install Z1p unzip git

bpf-gen -5 "https://get.sdkman. 10" | bash

bpf-processor source "$HOME/.sdkman/bin/sdkman-init.sh"

bpf - runt ime sdk wnstall java 22-sapmchn
bpf-samples sdk install maven[mydev1l@koonuc1l5x-1 Hello-eBPF]$

build.sh [mydev1l@koonucl15x-1 Hello-eBPF]$ cat hello-ebpf-main/run.sh
debug bpf.sh #!/bin/zsh

# Run a sample program from the bpf-samples module
dEbug'Sh # Usage: ./run.sh <sample> [args]

hello-ebpf.yaml

img # Navigate to current folder

) cd "$(dirname "$0")"/bpf-samples ex1t
LICENSE

mvnw # 1f empty arguments or help flag, print help
Lf [ $# -eq 0 ] [ "$1" = "-h" ] [ "$1" = "--help"” ]; then

pnm.xml echo "Usage: %0 <sample>"
rawbpf echo "Available samples:"
README . md (cd _ src/main/] avalmelbechbergerfebpffss_xmples

find . -name "*.java" | while read file; do
run_bpf.sh f=$(echo "$file" | sed 's/\//\./g")
run.sh f=${f:2} .
shared printf "%-35s - " "${f%.javal}l"

_ awk '/\/\*\*/{getline; sub(/~ \* /, ""); print; exit}' "$file"
testutil done
))

[mydevi1l@koonuc15x-1 Hello-eBPF]$ tree hello-ebpf-main/testutil . exit 0
hello-ebpf-mawn/testutil )
b 1n CLASS=$1

L java
- # Run the program
find_and _get kernel.py Shift

oci-1l1b.sh java -cp target/bpf-samples.jar --enable-native-access=ALL-UNNAMED $JAVA OPTS me.bechberger.ebpf.samples.$CLASS $@[mydevil@koo
README . md nuc15x-1 Hello-eBPF]$

run-in-contatner.sh [mydev1l@koonuc15x-1 Hello-eBPF]$ cat hello-ebpf-main/build.sh
setup-and-run.sh #1/bin/sh

¢{dirname "$0")" ex1lt

./mvnw package[mydevll@koonucl5x-1 Hello-eBPF]$% I



[mydev1l@koonuc15x-1 Hello-eBPF]$ tree hello-ebpf-main/bpf-runtime
hello-ebpf-mawn/bpf-runtume

build. sh

CHANGELOG

deploy.sh

pom. xml

README . md

[mydevi1l@koonuc15x-1 Hello-eBPF]$ cat hello-ebpf-mawn/bpf-runtime/build.sh
#!/usr/biwn/env sh

set -e

# get parent-parent folder, shell agnostic
cd "$(dirname "$0")"/.. exit

(cd bpf-runtime; mvn clean)

mvn package -U MAVEN OPTS="-Xss1000m" time java -jar bpf-gen/target/bpf-gen.jar bpf-runtime/src/main/java/ bpf-gen/data/hel
per-defs.json

(cd bpf-runtime; MAVEN OPTS="-Xss1000m" mvn package -U)
[mydev1l@koonuc15x-1 Hello-eBPF]$ I

[mydev1l@koonuc15x-1 Hello-eBPF]$% cat hello-ebpf-mawn/bpf-runtime/deploy.sh
#!/usr/bwn/env sh

set -e

# get parent-parent folder, shell agnostic
cd "$(dirname "$0")"/.. exit

(cd bpf-runtime; mvn clean; MAVEN OPTS="-Xss1000m" mvn package deploy -U)[mydev1l@koonuc15x-1 Hello-eBPF]$
[mydev1l@koonucl5x-1 Hello-eBPF]$% I




mydevlil@koonuc15x-1 Hello-eBPF|$ tree hello-ebpf-main/annotations [mydev11@koonuc15x-1 Hello-eBPF]$ tree hello-ebpf-main/bpf-processor
hello-ebpf-main/annotations hello-ebpf-main/bpf-processol

pom.xml — pom.xml

README . md — README . md

b L l.:' I '

L

ma 1.n
I_ _I '.:-l W '_;,|
L e
L— bechberger
L— ebpf

L

cast
L — CAST.java

annotations | | ebpf
— AlwaysInline. java L ppf
— AnnotationInstances. java L processo!

— bpf | | | -— AnnotationUtils. java
BPFFunctionAlternative. java BPFTypeLike. java
BPFFunction. java CompilationCache. java
BPFImpl.java CompilerErrorProcessor. java
BPFInterface. java DefinedTypes. java

BPF.java Processor. java
BPFMapClass. java - TypeProcessor.java
BPFMapDefinition. java — NameUt1l.java

BuiltinBPFFunction. java — 1ype

InternalBody. java
InternalMethodDefinition. java
MethndIsBPFHelatngunct1ﬂn.]ava Ptr.java
NDtUSﬁhleInJava.]aua Struct.java
Properties.java | TypedefBase. java
PropertyDefinition. java Typedef. java
PrnpertyDgflnltlnns.]aua TypedEnum. java
Property.java Typeltils.java
Requires. java Union. java
CustomType. java 2

ST E N E S EVE
Includes. java
InlineUnion. java
Offset.java
OriginalName. java
OriginalNames. java
Size.java
Sizes.java

IV EEVE
Unsigned. java

BoxHelper.java
BPFType. java
Enum. java

cast
L — ASTTest.java

EﬁﬁptlerEerrPrGEESSDrTESt.jaua




[mydev11l@koonuc15x-1 Hello-eBPF]$ tree hello-ebpf-main/shared @[ mydev1l@koonuc15x-1 Hello-eBPF]$ tree hello-ebpf-main/bpf-compiler-plugin
hello-ebpf-main/shared hello-ebpf-main/bpf-compiler-plugin

E pom. xml E pom. xml

Mme

L— bechberger L S
TS bechberger

I_ -
L shared ?pr i
i bp f
Constants.java | N
Disassembler. java compilel

KernelFeatures. java CompilerPlugin.java :
LibC. java MethodHeaderTemplate. java

PanamalUt1il. java MethodTemplateCache. java
Syscalls. java MethodTemplate. java
Tracelog. java NullHelpers. java

util Translator.java
DiffUt1l.java resources

LineReader. java L— META-INF
Util.java L— services

L com.sun.source.util.Plugin



[mydevil@keonucl5x-1 Hello-eBPF]$ tree hello-ebpf-main/bpf

pom.xml
—— README .md

BPFError. java

BPFFJ1. java
BPFFrogram. java
CGroupHook . java
GlobalVariable. java
LSMHook . java

BPFArray. java
BFFBaseMap. java
BPFHashMap. java
BPFLRUHashMap . java
BPFMap. java
BPFQueueAndStack. java
BPFQueue. java
BFFRingBuffer. java
BPFStack. java
FileDescriptor.java
MapTypeld. java
NetworkUtil. java
Scheduler. java
TCHook . java

Util. java

¥DPHook . java

ArrayMapTest. java
DataTypeTest. java
FEntryExitAutoAttachTest. java
GlobalVariableTest. java
HashMapTest. java
HelloWorldTest. java
MapGenerationTest. java
QueueMapTest. java
RingBufferTest. java
TestUtil. java
TypelLayoutTest. java
TypeProcessingTest. java

data

helper-defs.json
— README . md
pom. xml
README . md
SIc
— ma1in
L

L— bechberger

L— ebpf
L— gen

L— bechberger

L— ebpf
L— gen

‘mydev11@koonuc15x-1 Hello-eBPF]$ tree hello-ebpf-mawn/bpf-gen
hello-ebpf-mawn/bpf-gen

BTF.java
DeclarationParser. java
Generator. java
HelperJSONProcessor. java
KnownTypes. java
Main.java

Markdown. java
SystemCallProcessor. java

DeclarationParserTest. java
GeneratorTest. java

SystemCallProcessorTest. java




2.2 VMLInuX

E

SystemCallHooks
Interface

VMLinux BTF BPF Helper
Documentation

BPFHelpers
Class
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Functions
and Types

13k Java Classes
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3) Internals

Workflow

. ﬁz@oleBPF
— JavaCode | == | CCode |=p | ByteCode
D

— /

o

-

‘:"' attach
& ) . Loaded
o

N

o

2

3 CPU

©

T

o
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Java Compiler

Java Code _Annotation | Preprocessed | Annotated
Preprocessor Code Syntax Tree

final GlobalVariable static final String Type Annotation
<@Unsigned Integer> count EBPF_PROGRAM = """ @ \

= ... // license,

@BPFFunction U32 count SEC(®.data®); -@ “shouldbrop” @

public boolean shouldDrop() {
return count.get() % 3

== 1; ©@BPFFunction
s public boolean shouldDrop() {
return count.get() % 3
== . Field

I

©@BPF(license = "GPL") }
public abstract class XDPDropEveryThirdPacket
extends BPFProgram implements XDPHook {

final GlobalVariable<@Unsigned Integer> count = new GlobalVariable< (0); . . -» Method

©BPFFunction

public boolean shouldDrop() {
return count.get() % 3 == 1;

} l Java Compiler Plugin

@0verride

public xdp_action xdpHandlePacket(Ptr<xdp_md> ctx) {
count.set(count.get() + 1);
return shouldDrop() ? xdp_action.XDP_DROP : xdp_action.XDP_PASS;

} code embedded
/...

AST with all eBPF byte

A
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Data structures

E
@Type
struct Event { struct Event {
@Unsigned int pid; US2 pid;
©Size(256) String f; u8 filename[256];
} )
©OBPFFunction
int access( Event event) { s32 access(struct Event event) {
event.pid = 5; event.pid = 5;
return event.pid; return event.pid;
s s
E
@Type . .
static class SampleUnion extends Union {
@PUns1igned
int 1pv4;

long count;

N\ ~7
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Ptr<T>
public class Ptr<T> {

@BuiltinBPFFunction("(*($this))")
public T val() 4}

@BuiltinBPFFunction("&($argl)")
public static <T> Ptr<T> of(@Nullable T value){}

EBuiltinBPFFunction("((void*)0)")
public static Ptr<?> ofNull() {}

@OBuiltinBPFFunction("(($T1%)$this)")
public <S> Ptr<S> cast() {}

/...
}.
@BPFFunction
public int refAndDeref() { §32 PefAndDeref().{
int value = 3; — s32 value = 3;
Ptr<Integer> ptr = Ptr.of(value); S52% __ptr = &value; 54 . .
return ptr == Ptr.ofNull() ? 1 : O; y return ptr == ((voidx)8) 2 1 : 0;
}.

o
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@BPFMapDefinition(maxEntries = 100 * 1024)
BPFHashMap<(©Size (STRING_SIZE) String, Entry> map;
// in eBPF

String key = ...;

map.bpf_get(key): map.put(key, entry);

// in Java

program.map.get(key)

program.map.put(key, value)

P o
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4) WriteeBPHrogramsin pure Java

4.1 Building direwall
Packet dropping performance

E 12.0 Mpps T
IPv4 D
2018-07-06 Pvo =
Application
10.0 Mpps |-
) '
o
@)
w
o0
% 8.0 Mpps |
z Linux
=
S Network
% Stack -
] 6.0 Mpps Allocations
.
2
g
> _
3 40 Mees —) {0
S Network Interface
: (T
2.0 Mpps |
Sourcey 6. dAfRAY3I | [A3IKeBPRY I CI &
JohannefBechbergerJavazone2024.
0.0 pps
Application Application BPF on iptables iptables nftables tc ingress XDP
(conntrack) (NOTRACK) socket INPUT PREROUTING ingress

Source: https://blog.cloudflare.com/how-to-drop-10-million-packets/
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4.1.1 Buildinga Lightning Fast Firewall with JavaeBPF
Libraries
E

EEEEE——— This Llibrary mechanism allows you to use the methods by simply implementing the interface in

public interface BasePacketParser { your BPF program, making it fairly easy to parse and filter packets (see BlockHTTP on GitHub):  hello-ebpf / bpf-samples / src / main / java / me / bechberger / ebpf / samples / demo / BlockHTTPjava |

int HTTP_PORT = 80;

Lk L LU S R0 U . e parttimenerd Rename demo classes X

A @BPF(license = "GPL")
@Type public abstract class BlockHTTP2 extends BPFProgram | Code | Blame 36 lines (29 loc) - 1.87 KB
static class PacketInfo { implements XDPHook, BasePacketParser { ‘ :

public PacketDirection direction;

pub'h'c Protocol protocol; - 1 package me.bechberger.ebpf.zamples.demo;
public IPAddress source; @Override 2
public IPAddress destination; public xdp_action xdpHandlePacket(Ptr<xdp_md> packet) { 3 import me.bechberger.ebpf.annotations.bpf.BPF;
public @Unsigned 1int destinationPort; PacketInfo info = new Packetlnfo(); 4 import me.bechberger.ebpf.bpf.*;
public @Unsigned 1int sourcePort; ; 5
Sl T U if (parsePacket2(packet.val().data, |
} packet.val() .data_end, b import me.bechberger.ebpf.samples.BasePacketParser;
Ptr.of('info))) { 7 import me.bechberger.ebpf.type.Ptr;
/- if (info.sourcePort == HTTP_PORT) { °
. . g i t stati .bechb .ebpf.runtime.XdpDefinitions.*;
@BPEFunction BPFJ.bpf_trace_printk("Dropping https packet\n"); o HIpErt Statit me.DEChherger. ebpr. fUitine. Agprerinitions
@AlwaysInline return xdp_action.XDP_DROP;
default boolean parsePacket2(@Unsigned int start, } 11
@Unsigned int end, Ptr<PacketInfo> info) { 12 f**
return parsePacket(Ptr.voidPointer(start), Ptr.voidPointer (e } . 13 # Block incoming packets from or to the HTTP port
} return xdp_action.XDP_PASS; .
3
14 s
[k } 15 @BPF(license = "GPL")

x Parse a packet and extract the source and destination IP addr // 16 » public abstract class BlockHTTP extends BPFProgram implements XDPHook, BasePacketParser {

* .o 17

* @param start start of the packet data } 18 @wverride

” Sparam ?n:ci eni OE the paikEtfdatih . ted nf iy 19 w public xdp_action xdpHandlePacket(Ptr<xdp_md> packet) {

* param 1nTo outpu parameter or e exXtTracte TnTormation \ _ .

* @return true if the packet 1is an IP packet and could be parse 28 PacketInfo info = new PacketInfo();

x / 21 if (parsePacket?({packet.val().data, packet.vali).data_end, Ptr.of{infoll) {
@BPFFunction The main advantage of implementing libraries as Java interfaces is that their properties align: 2 if (info.sourcePort == HTTP_PORT) {
@AlwaysInline 23 BPFI.bpf_trace_printk({"Dropping http packet");
de;':u;L:;boo;eagtpigseiaiiei(Ett"<;>)5:art, 24 return xdp_acticn.XDP_DROP;

r<?> end, Ptr<PacketInfo> info
= |nterfaces can’t have instance variables, so defining global variables or maps is impossible. - ¥
Il ... : P : , . , o i
This constraint simplifies the implementation of the library mechanism, as the Java 27 return xdp_action.XDP_PASS;

if (ethType == XDPHook.ETH_P_IP) { ] . . .

return parseIPPacket( compiler plugin has to deal with less complexity. 22 ;

start.add(offset).<runtime.iphdr> t(), end, 1info); . . .

g ( ). <runtime.iphdr>cast() nfo) = A program can implement and, therefore, use multiple interfaces. 3 v public static void main(String[] args) throws InterruptedException {
; == . . . . . ey 31 t BlockHTTP = BPFP Joad(BlockHTTP.cl
if (ethType == XDPHook.ETH_P_IPV6) { = Finding the used libraries is easy, as they are all declared initially. 7 (Bloc progran rogram. osd(Bloc crass)) o

return parselIPv6Packet( 32 program.xdpittachi);
} start.add(offset).<runtime.ipvéhdr>cast(), end, info); 33 program.tracePrintLoop();

.. . . . . - 34 T
return false; We can extend this into a firewall with rules. The implementation is split into the base firewall . .
}
} (GitHub) and the Spring based frontend (GitHub). 36 }

Source https://mostlynerdless.de/blog/2024/08/27/nhello-ebpf-building-a-lightning-fast-firewall-with -java-ebpf-14/
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Ruling

E

Rule Data Structures

First, we define our data structures. Rules are based on the IP address and the source port:

[** A connection consists of an IP address and a port =/
@Type

record IPAndPort(int 1ip, int port) {

}

@Type
record FirewallRule(
@Unsigned 1int ip,
/%%
* Ignore the low n bytes for matching,
* these bytes have to be zero in the ip field
* f l,"l
int ignorelLowBytes,
[* or -1 to match all ports */

int port) {

@Type

enum FirewallAction implements Enum<FirewallAction> {
ALLOW, DROP,
[** No rule applies */
NONE

The firewall rules are stored in a map:

@BPFMapDefinition(maxEntries = 1000)
BPFHashMap<FirewallRule, FirewallAction> firewallRules;

Finding the matching Firewall Rule

Given a connection (IPAndPort), how can we find the associated action? We can observe that an

IP address w.x.v.z is matched by the rules, where the most specific rule wins:

W.X.Y.Z ignoring no bytes

W.X.Y.8 ignoring the lowest byte

0.0.0.0 ignoring all bytes

@BPFFunction
@AlwaysInline
FirewallAction computeAction(Ptr<IPAndPort> -infao) {

// for all possible 1ip address matching bytes
for (int 1 = 0; i < 5; i++) {
var action = computeSpecificAction(info, 1i);
if (action != FirewallAction.NONE) {
return action;
}

}
return FirewallAction.NONE;

The computeSpecificAction method checks for a rule with a matching IP address, which
ignores the specified lowest bytes. Each rule has a specified port, so we have to check for the two

values, -1 matching every port, and the port of the connection:

// This method can be both used in the eBPF and the Java part
@BPFFunction

@AlwaysInline

static int zerolLowBytes(int ip, int ignoreLowBytes) {

}

return ip & (OxFFFFFFFF << (ignoreLowBytes * 8));

@BPFFunction
@AlwaysInline
FirewallAction computeSpecificAction(

}

Ptr<IPAndPort> info, int ignorelLowBytes) {

int dip = dinfo.val().ip;
// first null the bytes that should be -ignored
int matchingAddressBytes = zerolLowBytes(ip, ignorelLowBytes);
if (matchingAddressBytes == 100) {

// don't ask, the code only works with this 1line

// it's probably a compiler bug and this line adds

// some memory dependencies, influencing the compiler

J// optimizations

bpf_trace_printk("Checking rule for %d:%d\n",

matchingAddressBytes, info.val().port);

}

var rule = new FirewallRule(
matchingAddressBytes,
ignorelLowBytes,
info.val().port);
var action = firewallRules.bpf_get(rule);
if (action != null) {
return action.val();
}
rule = new FirewallRule(
matchingAddressBytes,
ignorelLowBytes, -1);
action = firewallRules.bpf_get(rule);
if (action != null) {
return action.val();

}
return FirewallAction.NONE;

We're querying the firewallRules map between one and ten times for every connection. This

amount of querying is quite a lot, so we cache this in the resolvedRules map:

@BPFMapDefinition(maxEntries = 1000)
BPFLRUHashMap<IPAndPort, FirewallAction> resolvedRules;

@BPFFunction
@AlwaysInline
FirewallAction getAction(Ptr<PacketInfo> packetInfo) {
IPAndPort ipAndPort = new IPAndPort(
packetInfo.val().source.ipv4(),
packetInfo.val().sourcePort);
Ptr<FirewallAction> action = resolvedRules.bpf_get(ipAndPort);
if (action != null) {
return action.val();
}
var newAction = computefAction(Ptr.of(ipAndPort));
resolvedRules.put(ipAndPort, newAction);
return newAction;

Firewall

With the ability to find a matching action, extending the previous XDP example into a proper

firewall is pretty simple. The only two additions are code to parse firewall rules like:

// Drop all HTTP (port 80) packets from the first
// IP address for google.com
google.com:HTTP drop

// Let all packets from the local network pass
192.168.0.0:-1/16 pass

And code that logs all dropped connections in a ring buffer:

@Type
record LogEntry(IPAndPort connection, long timeInMs) {

}

@BPFMapDefinition(maxEntries = 1000 x 128)
BPFRingBuffer<LogEntry> blockedConnections;

| spare you the details of both, but | show you the result:

> ./run.sh Firewall "google.com:HTTP drop"

Rule: FirewallRule[ip=1857682062, ignoreLowBytes=0, port=80] action:
# run wget http://google.com in a separate shell

Blocked packet from 142.250.185.110 port 80

Blocked packet from 142.250.185.110 port 80

Blocked packet from 142.250.185.110 port 80

Blocked packet from 142.250.185.110 port 80

Source https://mostlynerdless.de/blog/2024/08/27/hello-ebpf-building-a-lightning-fast-firewall-with -java-ebpf-14/
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Demo
E . Firewall Control Interface
FI rewa U' Send Custom JSON to /rawDrop
Like {"ip": @, "ignoreLowBytes": 4, "port": 443}
{"ip": 0, "ignoreLowBytes": 4, "port": 443}
Browserland Web-Frontend
Add a Rule to /add
Like google.com:HTTP drop
------------- - EoN....
\ SpringBoot/ Clear All Rules via /reset
Userland Jackson

————————————— }‘““"'____ Trigger Request

Kernelland eBPF rule map

Blocked Logs

o
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4.1.2 bpfilter
E #CONFIG _BPFILTER [[removed

Project bpfilter
E  https://bpfilter.io / -
E  https://github.com/facebook/bpfilter © CHU% ® Cir3sE @ CMake3T

® Yacc 2.7% Other 0.8%

Languages

bpfilter is an eBPF-based packet filtering framework designed to translate filtering rules into BPF programs. It

comprises three main components:

1. A daemon that runs on the host, translating filtering rules into BPF programs.
2. A lightweight library to facilitate communication with the daemon.

3. A dedicated command line interface to define the filtering rules.

A typical usage workflow would be to start the bpfilter daemon, then define the filtering rules using bfcli
(part of the bpfilter project), nftables or iptables .The bpfilter daemon will be responsible for translating
the filtering rules into custom BPF programs, and loading them on the system. Userspace Kernel

Client Net subsystem

New bpfilter

OUTPUT
libbpfilter INPUT

» Complete refactor of the project FORWARD
» Two main parts now: i i
P Unix Domain Socket . /INGRESS EGRESS
- libbpfilter A |

v

- bpfilter daemon ? ‘L
H-H-—-‘_‘“_'_"‘—'—-—

bpfilter daemon —4

[ ———0 NIC

Source https://www.socallinuxexpo.org/scale/21x/presentations/bpfilter-bpf-basedpacketfiltering-framework
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4.2 Writinga Linux scheduler

4.2.1 schedext
E  https://github.com/sched-ext/scx/ Languages

Sched _ext Schedulers and Tools o corsr o Reriir  Other o3

sched_ext is a Linux kernel feature which enables implementing kernel thread schedulers in BPF and dynamically
loading them. This repository contains various scheduler implementations and support utilities.

sched_ext enables safe and rapid iterations of scheduler implementations, thus radically widening the scope of
scheduling strategies that can be experimented with and deployed; even in massive and complex production

environments.

You can find more information, links to blog posts and recordings, in the wiki. The following are a few highlights of

this repository.

e The scx_layered case study concretely demonstrates the power and benefits of sched_ext. A B

e For a high-level but thorough overview of the sched_ext (especially its motivation), please refer to the overview

Time

Source https:// mostlynerdless.de/blog/2024/09/10/helloebpf-writing-a-
linux-schedulerin-java-with -ebpf-15/

document.

e For a description of the schedulers shipped with this tree, please refer to the schedulers document.

e The following video is the scx_rustland scheduler which makes most scheduling decisions in userspace Rust code
showing better FPS in terraria while kernel is being compiled. This doesn't mean that scx_rustland is a better
scheduler but does demonstrate how safe and easy it is to implement a scheduler which is generally usable and

can outperform the default scheduler in certain scenarios.

E  https://www.kernel.org/doc/html/next/scheduler/sched -ext.ntml
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Kernel 6.12
E

Linux 6.12 was released (¥ on Sunday, 17 Nov 2024 .

Summary: This release includes realtime support (PREEMPT RT), a feature that has been in the works for 20 years. It also includes complete support
for the EEVDF task scheduler; the ability to write task scheduling algorithms using BPF; support for printing a QR code on panic screens with debug
information; support for zero-copy receive TCP payloads to a DMABUF region of memory while packet headers land separately in normal kernel buffers:
a new linux security modules that enforces that binaries must come from integrity-protected storage; support for Memory Protection Keys in ARM; and
XFS support for block sizes larger than a memory page. As always, there are many other features, new drivers, improvements and fixes.

1.3. BPF based task scheduling algorithms with sched ext

Task scheduling algorithms are a complex topic, and experimentation or even personalization can provide great improvements. This release includes the
first pieces of sched ext , a feature that enables to write task scheduler algorithms in BPF, which provides a much faster development iteration and
enables personalization of task scheduling

Documentation:

- Extensible Scheduler Class (4
- sched ext overview (¥

https://github.com/sched-ext/scx/blob/main/OVERVIEW.md
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4.2.2 Writinga Linux scheduler in Java widBPF
Design
£

Most basic schedulers have two sets of queues: local scheduling queues per CPU each CPU uses The primary data structure of sched-ext is the sched_ext_ops operations table. Implementing the
to get the next task to execute and global queues used for inter-CPU distribution of functions. Scheduler interface methods allows you to populate this table with custom methods. Let’s take a
The task of the scheduler is to move the functions between the queues based on its scheduling look at the different methods in the following; we see later how we can implement them to

policy: create two small schedulers. | recommend reading the ext.c kernel source file, which defines all

sched-ext related methods and structs and is well documented. The following description is a

shortened version of the comments on sched_ext_ops. To avoid the confusing terms “thread” and

“process,” I'll be using “task” in the following, which is the process in the Linux kernel sense of the
word and effectively means a thread in most applications.

TaskA s
Now to the description of the methods, albeit just of the subset that is required for the small
demo sampler:

= int init(): Called when the scheduler is initialized, used typically to initialize scheduling
Scheduler queues and other data structures, might return an error code (as far as | understand).

= void exit(Ptr<scx_exit_info> ei): Called when the scheduler exits, the exit info contains, for

¢ example, the exit reason.

= int selectCPU(Ptr<task_struct> p, int prev_cpu, long wake_flags): Called to select the CPU for a task

Global Queue T:hat is just wol.(en up (and is soon.to be schetl:lulec.l). A task can' be dir?ctly.f dispatched to an
idle CPU by using the sex_bpf_dispatch() in this method, dispatching it to the returned
CPU (as far as | understand). If the task is later dispatched to SCX_DSQ_LOCAL, then it will be

m dispatched to the scheduling CPU of the selected CPU.

= void enqueue(Ptr<task_struct> p, long enq_flags): Called whenever a task is ready to be

dispatched again if it is not already dispatched in selectCPU(). This method typically

enqueues the task in a queue, see selectCPU, or dispatches the task directly to the selected

Local Queue Local Queue CPU using the scx_bpf_dispatch() method.

CPU 1
implemented scheduler.

Source https://mostlynerdless.de/blog/2024/09/10/hello-ebpf-writing-a-linux-schedulerin-java-with -ebpf-15/

= void dispatch(int cpu, Ptr<task_struct> prev): Called when the CPU’s local scheduling queue is
m empty to fill it by getting a task via scx_bpf_consume () from another scheduling queue or
by directly dispatching a task via scx_bpf_dispatch().
= void running(Ptr<task_struct> p): Called when a task starts to run on its associated CPU.
C P U 2 .o = void stopping(Ptr<task_struct> p, boolean runnable): Called when a task stops its execution on a
CPU.

= void enable(Ptr<task_struct> p): Called whenever a task starts to be scheduled by the currently
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Implementations
E FIFO Scheduler Weighted Scheduler

Source https://mostlynerdless.de/blog/2024/09/10/hello-ebpf-writing-a-linux-schedulerin-java-with-ebpf-1%/



