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Who am I 

É     The main translator of the book «Gray Hat Hacking The  
         Ethical Hacker's  Handbook, Fourth Edition» (ISBN  
         9787302428671) & «Linux Hardening in Hostile Networks,  
         First Edition» (ISBN: 9787115544384 ). 
 

É      Pure software development for ~15 years(~11 years on 

        Mobile dev). 
 

É     Actively participating Open Source Communities: 
           https://github.com/XianBeiTuoBaFeng2015/MySlides/ 

           https://github.com/XianBeiTuoBaFeng2015/MySlides/tree/master/LTS/ 
 

É      Recently, focus on infrastructure of Cloud/Edge Computing,   

        AI, IoT,  Programming Languages & Runtimes, Network,  

        Virtualization, RISC-V, EDA, 5G/6Gé 
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I. Background  

1)    An overview of xBPF 

1.1   eBPF 
1.1.1  Overview 
É      https:// en.wikipedia.org/wiki/Berkeley_Packet_Filter 

 
 
 
 
 
 
 
 
 
 
É      https:// en.wikipedia.org/wiki/EBPF 
É    aims at being a universal in-kernel virtual machine 
É    dynamically programs the Kernel for efficient networking, observability, tracing,  security, and more 
É    drives the User Space and Kernel Space repartition 
É    nearly every subsystem of Kernel is or will be effected by eBPF. especially for network and security   
É    for more details, you may refer to our previous talks and the LTS slides "eBPF:  the Past, Present, and CǳǘǳǊŜά 
         (https://github.com/XianBeiTuoBaFeng2015/MySlides/blob/master/LTS/eBPF--Past%2C%20Present%2C%20and%20Future__20220922p.pdf) 
 



How it works 
É      . 

 

I. Background  

Source:   https://ebpf.io/ 



1.1.2  uBPF (userspace BPF) 
É      . 
 
 
 
 
 
 
 

É       https://stackoverflow.com/questions/65904948/why-is-having-an-userspace-version-of-ebpf-interesting: 
         mainly applied to Networking, Blockchain and more. 
 

É     https://github.com/iovisor/ubpf  
 

I. Background  

Source:   https://en.wikipedia.org/wiki/Berkeley_Packet_Filter 



1.1.3  xBPF  
É      From our point of view, xBPF stands for eBPF/ uBPF and all of their derivatives, together with the technologies 
         that base on them.   
 

É     For more details, you may refer to our previous talk "Revisiting the eBPF-centric new approach for Hyper- 
          Converged Infrastructure & Edge Computing" at K+ Summit 2021(Shanghai) and the follow-ups. 

 

I. Background  



I. Background  

2)  Testbeds 

2.1   X86 

Intel NUC X15  
É      . 
 

LAPAC71H(32GB DDR5) with Fedora 41(Linux Kernel 6.12.6). 



II. Project hello - ebpf  

1) Overview 
 

É      https://github.com/parttimenerd/hello -ebpf/  
          Hello eBPF world! Hello Java world! Let's discover eBPF together and write Java user-land library along the way.  
 

 
 
 
 
 
 
 

 
 
 
                . 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
                  

                   

                   
 
 

https://cachyos.org/  https://launchpad.net/~arighi/+arc
hive/ubuntu/sched-ext-unstable 



Goals 
É      . 
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Source:  https://github.com/parttimenerd/hello -ebpf/blob/main/img/overview.svg 



HelloWorld 
É      . 
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SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



Build from src 
É      JDK & Samples 
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É      ./build.sh 
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         Working on resolve this ƛǎǎǳŜΧǎǘƛƭƭ broken build though the official repository was added according to the 
         following guidelines:  
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Moving from Maven to ? for hello-ebpf   
É      Mill  
          https:// mill-build.org/mill/index.html  
 
 
 
 
 
 
 
 
 
 
 

         https:// github.com/com-lihaoyi/mill  
 

É      Meson 
É      MX 
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É      Meson 
          https://mesonbuild.com/ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

          https://github.com/mesonbuild/meson 
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É      MX 
          https://github.com/graalvm/mx  
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2)    Architecture and design 
Look back on BCC 
É      .  

 
 

II. Project hello - ebpf  

   Source:  http://www.slideshare.net/vh21/meet-cutebetweenebpfandtracing 

Source:  ñPython for Linux Kernel Debuggingò, Feng Li, PyCon China(Hangzhou) 2019.  



2.1   Hierarchical structure 
É      .  
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2.2  VMLinux 
É      . 

II. Project hello - ebpf  

SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



3)  Internals 
 

Workflow 
É      . 
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SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



 

É         
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SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



Data structures 
É      Structs 

 
 
 
 
 
 
 
 
 

 
É      Unions 
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SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



É      Pointers        Ptr<T> 
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SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



É      Maps 
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SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



4)  Write eBPF programs in pure Java 

4.1   Building a firewall 
 

Packet dropping performance 
É      . 
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Source:  https://blog.cloudflare.com/how-to-drop-10-million-packets/ 

SourceΥ  ά.ǳƛƭŘƛƴƎ ŀ [ƛƎƘǘƴƛƴƎ Cŀǎǘ CƛǊŜǿŀƭƭ ƛƴ WŀǾŀ ϧ eBPFέΣ  
                  Johannes Bechberger, Javazone  2024.  



4.1.1  Building a Lightning Fast Firewall with Java & eBPF    
Libraries 
É      Implement a packet parsing library 
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Source:  https://mostlynerdless.de/blog/2024/08/27/hello-ebpf-building-a-lightning-fast-firewall-with-java-ebpf-14/  



Ruling 
É      . 
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Source:  https://mostlynerdless.de/blog/2024/08/27/hello-ebpf-building-a-lightning-fast-firewall-with-java-ebpf-14/  



Demo 
É      . 
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SourceΥ  άƘŜƭƭƻ-ebpf: Writing eBPF ǇǊƻƎǊŀƳǎ ŘƛǊŜŎǘƭȅ ƛƴ WŀǾŀέΣ WƻƘŀƴƴŜǎ Bechberger, LPC 2024.  



4.1.2  bpfilter    
É      #CONFIG_BPFILTER            //removed 
 
Project bpfilter 
É      https://bpfilter.io /  
É      https://github.com/facebook/bpfilter  
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Source:  https://www.socallinuxexpo.org/scale/21x/presentations/bpfilter-bpf-based-packet-filtering-framework 



4.2   Writing a Linux scheduler 
4.2.1    sched-ext  
É      https://github.com/sched-ext/scx/  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
É      https://www.kernel.org/doc/html/next/scheduler/sched -ext.html 
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Source:  https:// mostlynerdless.de/blog/2024/09/10/hello-ebpf-writing-a- 
                linux-scheduler-in-java-with-ebpf-15/  



Kernel 6.12 
É      https://kernelnewbies.org/Linux_6.12 
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https://github.com/sched-ext/scx/blob/main/OVERVIEW.md 

https://lwn.net/Articles/922405/  



4.2.2  Writing a Linux scheduler in Java with eBPF   
Design 
É     Basic Idea                     The Scheduler Interface 
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Source:  https://mostlynerdless.de/blog/2024/09/10/hello-ebpf-writing-a-linux-scheduler-in-java-with-ebpf-15/ 



Implementations 
É     FIFO Scheduler             Weighted Scheduler 
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Source:  https://mostlynerdless.de/blog/2024/09/10/hello-ebpf-writing-a-linux-scheduler-in-java-with-ebpf-15/    


