Java debugging:
: from desktop to cloud
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Daily debugging
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: [ ] ain.class - openjdk? - [~/|deaProjects/open; |
ece Main.cl jdk7 - [~/ldeaProjects/openjdk7]

i ;

! Hl mls.jar)EIcom}Elsun)Elmo\s)Eljava()Elmam)E Main.class ; B main v | P ¥E @ = Q

i i B Project v| [IEE - 20 \E,'-Mam.java X | EnMain.(Iass X ‘ m
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i E r Edoclels Decompiled .class file, bytecode version: 51.0 (Java 7) E
4 ¥ [javac - 8

: Hll > Elapi 88 of public void printXhelp() { Main.this.xhelp(); } 3

! 91 =3

i o b [code 92 of = public void addFile(File varl) { Main.this.filenames.add(varl); } E

b5 » Elcomp 95 7

! g » [file gg o = L public void addClassName(String varl) { Main.this.classnames.append(varl); } "

[ -] . ;

{ E| ’ Eljvm this.options = null; =

e b Elmain 101 this.filenames = null; s

| b [EImodel 102 this.classnames = aull; E_L-

! . 103 this.ownName = varl;

i > [Enio .

1 5 104 this.out = var2;

: | 2 parser 105 }

: » [processing | 106

! b [dresources | 107 void help() {

i b [services igg Log.printLines(this.out, getLocalizedString(“msg.usage.header”, new Object[}{thi

: » Elsym 118 for(int varl = 9; varl < this.recognizeddptions. length; +tvarl) {

i b [tres 11 this. recognizeddptions[varl].help(this.out);

| 117 1

i Debug | Main ¥ L

i i Dehugger‘ECnnsn\e +| b= z Yy AR N H

! 3 |[El Frames 4+ = Variables 4+ [ Watches 4

| N - . oA

! U] [ main'@Lin group "main”:.. 3| + + T * = this = {Main@478}

1 - - : - » = varl = [String@480} "javac"

! . 138, Main {com. sun. tools c.main) » Svar? = [PrintWriter@481) No watches

: ,E & <init=():127, Main (com. sun.tools.javac.main)  Local variables debug info not available

: g compile():74, Main {com. sun.tools.javac)

: L'L"tl @ main():61, Main (com.sun.tools. javac)
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i Terminal b 4:Run 8 5:Debug 3 6:TODO Event Log

: All files are up-to-date (21 minutes ago 1001 | LF | nfa




Scenarios of Java debugging gﬂ%&ﬂﬁ

Your app

Eclipse/Intel
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Eclipse/Intel
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Specification behind the curtain

- Java Platform Debugging Architecture

=agentlib:;jdwp=transport=dt_socket,server=y,suspend=y,address=8888
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k Setup agery

Implementation behind the curtain

( N

—> templateTable H Patch-bytecode ‘ ‘1’
e F o A Y
pr— Post JVMTI event
—>  Copiled code J——) Set bp H deopt ‘ . ll )
\_ Set breakpointj
Threads::create_vm /) Exec_onload '}
\, |
Threa!d§::create_vm | Setup callbacks ‘ '
_Init_agent L S
A\, Vi i

http://hg. openjdk. java.net/jdk7u/jdk7u/hotspot/file/f547ab7c2681/src/cpu/x86/vm/templateTable x86 64. cpp
http://hg. openjdk. java. net/jdk7u/ jdk7u/hotspot/file/f547ab7c2681/src/share/vm/runtime/thread. cpp




The JDWP protocol

© «JDWP-Handshake”
t
JDWP-Handshake”
: OINT (2)
€ Eyent Request (15) — Set (1) BREAKP

Request Ip

E
vent (64) Composite (100) :

id, thread, location

com.sun.tools.jdi.VMAction(com.sun.jdi.VirtualMachine, com.sun.jdi.ThreadReference, int);

Code:
0: aload_0
1:aload 1
2: invokespecial #2
5:aload_0
6: iload_3
7: putfield  #3
10: aload_0O
11: aload 2
12: putfield  #4
15: return
LineNumberTable:
line 50: 0
line51:5
line 52: 10
line 53: 15
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What do you actually want?
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[ Frames

4t

e0e %1 Main.class - openj /ideaProjects/openjdk7]
3l toolsjar ) [ com ;[ sun ) [ tools ) [ javac ) [ main ; [& Main.class ) L
Project v | #5- |~ | %) Treesjava x | (€ Mainjava x in.class x
jec * I+ | £ Jan € jau =
> E"“"ﬂ“ Decompiled class file, bytecode version: 51.0 Java 7) 5
v javac ~ 8
> JE " 88 of public void printxhelp() { Main.this.xhelp(}; } =
apt 91 :
o > Elcode 92 @f i public void addFile(File varl) { Main.this.filenames.add(varl); } 2
H » [E1comp 95 @
g > Elfile 9 of [ public void addClassName(String varl) { Main.this.classnames.append(varl); }
E X 99 H ¥
4 > E“"'”_ 100 @ [ i = null; >
¥ » Elmain 101 - filenames = null; /e
> [Elmodel 102 this. classnanes = null; <
» Elnio 103 this.owrName = varl;
B 104 this.out = var2;
» [Elparser i !
» [Eprocessing 106
» [Edresources 107 void help() {
» Bl services 108 Log.printLines(this.out, getLocalizedstring(“msg.usage.header”, new Object[]{thi:
109
> Elsym 110 for(int varl = ; varl < this.recognizedOptions.length; +tvarl) {
» Flrree 111 this. recognizedOptions [varl] . help(this.out);
11 1
Debug ' Main L
i | Debugger |[E] console 1 k= | ¥ ¥ ¥ A ¥y ¥ =
P [ Frames " = Variables 4+ 7 Watches -
Il [ B "main"@l in group "main®: his = {Main@475)
varl = (String@4 80} "javac"
Ll <init>(:138, Main (com. N h
82" <init> 0:127, Main (comsun oo "oZan = Pieroes o
£ @ o o © Local variables debug info not available
g compile(:74, Main (com. sun. tools.javac)
'm‘l ® | main:61, Main (com.sun.tools javac)
*
» +] =[]~ [@]
[ Terminal P 4:Run _ % §:TODO % EventLog

[ 1 "main"@1 in group "main": ... »

<init=():127, Main (com.sun. toals.favac.main)
compile():74, Main (com.sun.tools. favac)

main():61, Main (com.sun.tools_ favac)

variables
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= Variahles
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= this = {Main@478]

= varl = {Sring@4 80} “javac"

= var? = {PrintWriterm481)

© Local variables debug info not available

57 Watches "

Mo watches
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- Without JIDWP

- Without interface overhead

How about %%éﬁﬁ

- Give you the freedom of debugging anywhere




Dance on cloud




Introducing zDebugger

- Almost everything provided by Eclipse debugger, and more

- Shortcuts, breakpoint, single step, view variables...

- And all in browser

Inspect production environment directly

- Infinite debugging abilities

eclipse
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Adopted by Alibaba Financial Cloud

- Deploy once, debug “everywhere”

- Features

- SVN/Git source code synchronization
- Maven projects import
- Local variables of every stack frame

- Authentication



Late attach of JIDWP agent %@Mﬂﬁ

- No JDWP VM options any more

(X

- Attach and debug when JVM running

- JVM was modified to support late attach

‘&h - \

WiT

ZProfiler

JVM start & main(String[]) Load JDWP agent
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Watch your App

- Watchpoints VS breakpoints

- Uninterrupted inspection

% Hm/RE

[J  © com.alipay.zdebugger.debug TestThread java:

m ® com.alipay.zdebugger.debug. TestThread java:

0= FHEEE

»@ this

N R KW

BRAEmE, Bil100

@ com.alipay.zdebugge

Set new
watchpoint

Hit watchpoint

Clear watch point



Observer mode %a%aaﬁ

- People love to “[& M

- Read-only observing

- Remote cooperation

Your app
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